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The Open Data Institute (ODI) - response to the
consultation on “making public services work for you
with your digital identity” (CP 1498)

Introductory statement

The ODI is an independent, non-profit company (limited by guarantee) co-founded in 2012 by
Sir Tim Berners-Lee and Sir Nigel Shadbolt. Its mission is to ensure that data works for
everyone. The ODI works with governments, businesses and civil society to build trustworthy
data infrastructure, developing standards, building tools, stewarding shared initiatives and
supporting adoption across sectors. The ODI works across the data spectrum - from closed to
shared to open data.

The ODI is broadly supportive of the principle of digital ID, because reducing the friction that
people experience when accessing public services, proving eligibility, and managing their data
can deliver real benefits. The current systems are disorganised, sometimes paper-based, and
verification processes often have to be repeated. This wastes people's time and systematically
disadvantages those least able to navigate it.

We do not support digital ID without proper consideration of people’s best interests, and it is
debatable whether the necessary conditions for a fully workable scheme can be met within the
proposed policy timelines. A successful outcome will depend entirely on the correct
architecture being in place.

Overall, the UK could change direction and choose not to invest in an expensive central digital
ID system, deciding alternatively to support personally controlled ID held on the tens of millions
of private devices that citizens already own. Moreover, the discussion about how best to go
about digital ID should not be allowed to obscure sight of, nor divert resources away from
dealing with much more fundamental issues in the supply and volume of public services.

Whatever the outcome of this consultation, the government must guarantee genuine non-digital
alternatives to digital ID, and define what that means in practice, including how these will be
resourced on an ongoing basis. A formally voluntary system becomes coercive once digital is
the only frictionless route.

There are others who support digital ID on outcome grounds alone, arguing that the benefits are
clear and the design can be worked out later. The ODI's position differs; we believe that a
system built on the wrong foundations will not simply underperform, it will create harms that are
difficult or impossible to reverse. What matters is whether digital ID will be built in a way that
serves the public, or that creates new risks, exclusions, and potentially, concentrations of power.
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The ODI’s support for digital ID is conditional on the scheme being designed
around individual control, data minimisation, open standards, and genuine
inclusion.

A well-designed digital ID can improve people's lives in concrete, measurable ways and several
countries have built systems that work like this. However, to work this way, schemes have to be
built with this intention at the outset. We believe that the architecture is a democratic safeguard,
not a “technical detail.”

As set out in our consultation response, there are several recommendations the ODI believes
the government should adopt including (but not limited to) those listed below:

The specific standards used in the scheme must enable unlinkability and data
minimisation through techniques such as selective disclosure and zero knowledge proof.
One (not three) binding standard should be mandated by the Office for Digital Identity
and Attributes (OfDIA).

The universal unique identifier (UUID) approach should permit individuals to bring
existing identifiers with them, rather than requiring a new government-issued identifier in
all cases. It is important to consider that unique identifiers are only useful when
associated with an authoritative issuer as uniqueness of generated identifiers doesn’t
prevent reuse.

There should be serious consideration of technologies that allow people and not
government departments (or other entities) to hold data about them. This not only
protects the individual but engenders trust, and mitigates some of the risks of cyber
attacks by bad actors. Solid, which is stewarded by the ODI, is one such protocol.

There must be statutory protection for non-digital alternatives, including protected
funding to maintain the systems that allow for them, and a requirement for independent
review prior to any withdrawal or reduction.

An audit log of all access to people’s digital ID must be accessible to them and provide a
clear view of who accessed which part of their data under which conditions and for what
purpose. This is a necessary transparency measure that must be built into the digital ID’s
architecture.

The government should legislate specifically for purpose limitation and the statutory
protection of individual rights, covering private sector use of digital ID infrastructure.
Policy commitments alone are not a substitute for primary legislation.

The government should provide free services for checking the validity of common types
of credentials, including Right to Work and DBS checks. All certified holder services
(wallets) should be offered compatibility with the government service for verification.

The government should engage a broad range of civil society organisations and
technical experts, and use participatory design approaches, enabling affected
communities to play a direct role in shaping system design.

Three of our recommendations have a particular time-criticality. Taken now, they foreclose a
substantial range of bad outcomes that later intervention would struggle to address.

1.

Fix the technical standards question in the near term. Every other design ambition
set out in this response, including decentralisation, data minimisation, unlinkability, and
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interoperability, depends on the underlying standards landscape. The

DIATF currently permits at least three incompatible standards to operate in

parallel. OfDIA should specify a single open standard acceptable for specified use
cases, with a binding timetable for convergence. The remedy is regulatory rather than
legislative, but it must happen before significant provider capital is committed on the
basis of the current ambiguity. After that point, the political economy of changing the
standards landscape becomes prohibitively difficult.

2. Define non-digital alternatives precisely, before launch. Without a well-resourced
non-digital route, voluntary participation is a fiction because people have no meaningful
choice once the digital route is the only one that works. An early and specific definition of
what non-digital alternatives must consist of, with funding attached and statutory
protection against withdrawal or degradation forecloses a substantial amount of future
political and legal conflict. This is addressed in the responses below to 4.5 Q1 and 5.4
Q1.

3. Engage technically, before this consultation closes. The formal consultation is not, in
practice, the venue for foundational architecture decisions. Those decisions are being
made now in working-level conversations between the Government Digital Service
(GDS), the Cabinet Office digital team, OfDIA, and the providers certified under the
DIATF. A well-argued consultation response may arrive after the key choices have been
locked in. The ODI has specific expertise that is directly applicable to those upstream
conversations, including technical expertise in verifiable credentials, privacy-enhancing
technologies, unlinkability, and personal data store architecture. We have also
conducted a landscape review of international implementations with directly applicable
lessons for the UK; and we have a neutral, trusted voice that can support the
government's public engagement challenge. We would welcome the opportunity to
contribute to the architecture conversations that sit upstream of this consultation, and are
ready to convene technical sessions with our team at the government's convenience.

Consultation responses (to selected questions)

1.0 Q2 What do you think the main drawbacks will be, if any?

There are three key drawbacks of these proposals:

1. Barriers to accessibility and inclusion. Alongside access challenges related to
broadband, internet speed, compatibility with digital assistive technologies, and digital
literacy, the widespread adoption of digital ID may lead to ID checks becoming an
expectation for everyday activities (e.g. at checkout tills, gaming, and social media). This
may lead to the exclusion of lower income, disabled, and marginalised groups from
accessing services they require due to a lack of sufficient technology, a lack of digital
literacy, or the absence of underlying physical documentation. For example,
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vision-impaired people may find it difficult to verify their identity under the
new system and homeless people may lack an address, driving licence or a
passport required to obtain a new digital ID.

2. Data minimisation. The stated aim of the government is to create a ‘single proof of
identity’ which can enable joined up services. The proposals are therefore to create an
identity (rather than attribute) checking system that may enable the excessive collection
of data points on individuals in order to verify identity, going beyond what is strictly
necessary (e.g. a single, verified attribute that someone is over 18). Furthermore, the
proposals lack clear safeguards to prevent the over-collection and retention of personal
data, which presents a significant risk of 'function creep,' where data collected for one
purpose (i.e. identity verification) is later used for other, unanticipated purposes (like
surveillance or profiling). Without a strict adherence to data minimisation principles, the
widespread use of digital ID will inevitably lead to a larger attack surface for cyber
threats and increase the potential for large-scale data breaches, eroding public trust and
individual privacy.

3. Security. An insufficiently decentralised identity system would create security risks for
individuals’ data as well as risks stemming from systemwide shutdowns arising from
technical faults or denial of service attacks. This could have implications for privacy
rights and economic productivity. Furthermore, a reliance on a few major technology
companies to host digital ID (e.g. the operating systems of Google and Apple) would
present challenges related to sovereignty and dependency.

2.1.Q1 Are there technical issuance standards, beyond those
already used by GOV.UK Wallet, we should build the digital ID to?

Yes. The best standards enable individual control of their own data, and give people the choice
of with whom, when and under what conditions this data can be shared.

For example, the set of standards around the Solid specifications could be used to support
digital identity. The WebID (Web Identity) standard which is used by Solid provides individuals
with a unique universal identifier which they control and can bring with them to new services.

There should be investment in standards and open-source software used for expressing,
holding and verifying credentials. This includes and would not be limited to standardising the
data models used for expressing specific kinds of credentials (for example the shape of the data
for a driver’s license), standard and interoperable data wallets and standard protocols allowing
use thereof. The W3C credentials community group (which built most digital identity standards
used by the current GOV.UK wallet) has a strong interest in this topic.

When it comes to the standards defining the data model of credentials, enabling service
providers to use any of the three competing groups of standards (by ISO, W3C, and IETF), is
sub-optimal, as it creates compatibility issues. In turn this is disruptive to citizens using public
and private digital services. We recommend the Office for Digital Identity and Attributes (OfDIA)
specify a binding standard before, rather than after, capital is committed. We recommend the
OfDIA specify a binding standard before, rather than after, capital is committed. Whichever
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standard is eventually adopted, the ODI's experience in supporting, deploying and
disseminating data standards is available to the government.

The GOV.UK Wallet should be made interoperable with other non-UK digital identity schemes
such as EIDAS to enable cross-border sharing of digital identity documents. This will be
particularly important in Northern Ireland to ensure businesses do not incur additional costs
when conducting ID checks (ie. through having to use two separate systems). Furthermore, the
specific credential standards used must include support for unlinkability and complete data
minimisation through techniques such as selective disclosure (where only specific, relevant
personal data is shared) and zero knowledge proof (a method for proving they have an attribute
to another party, without revealing the actual information itself, e.g. proving someone is over 18
without revealing their date of birth). Unlinkability is important to prevent tracking of credential
use across different services. Without unlinkability the service providers that citizens interact
with can collude to track the usage patterns of credentials by citizens.

2.2.Q1 Are there ethical factors to consider relating to an
individual deleting their digital ID?

The ability to delete a digital ID is only meaningful if the underlying architecture supports it. In a
centralised model, a user's request to delete their digital ID does not, on its own, remove the
underlying records held about them across government departments, and may not even surface
the full list of those records to the user in the first place. The current proposals require users to
contact relevant departments proactively to object to the processing of their data, with a
longer-term ambition to simplify the process. This should be treated as a short-term workaround,
not as an acceptable end-state.

In the near term, individuals should be able to see what data is held about them across
departments and for what purposes, so that deletion decisions can be made with full information
rather than in the dark.

In the longer term, a user-controlled, decentralised architecture, in which citizens hold their own
credentials and the state issues attributes rather than holds them directly, is what makes
deletion a substantively meaningful right. Where the person is the custodian of their credentials,
the act of deletion is under their own control rather than dependent on departmental cooperation
and administrative discretion. This is a further reason why the architectural choices set out
elsewhere in this response are not only about data minimisation and privacy but are also about
the practical realisability of the rights the government is proposing.

2.2 Q2 Are there ethical factors to consider relating to revoking an
individual's digital ID?

There are various ethical factors to consider relating to the revocation of an individual’s digital
ID. Consideration must also be given to the governance model and technical architecture
underpinning the revocation mechanism to ensure it is robust, secure, and resilient against
misuse or error. In particular, there would need to be consideration of whether such an action


http://gov.uk

N

would result in a loss of fundamental rights, access to essential services, or social

exclusion, and whether due process and independent review mechanisms are in

place to prevent arbitrary decisions. The Post Office Horizon scandal should serve as a
reminder of the damaging impact of false accusations of fraud and a reliance on technology to
determine these decisions. Decisions to revoke an individual’'s ID should be clearly explained
and easily appealed.

2.2 Q3 Should people be able to store the digital ID in third-party
holder services certified to meet government standards?

Yes, the ODI believes it should be possible to store the digital ID in certified third-party holder
services, in particular, to avoid an iOS/Android lock-in. If the GOV.UK Wallet is the sole holder,
this will create OS-level platform dependency on Apple (iOS) and Google (Android).

In addition, third party holder services can be used to develop holder services that are better
tailored to certain use cases or accessibility levels. Third-party holders may also enable wider
innovation and benefits to the overall ecosystem. For example, emerging standards for
web-based credential storage would allow an individual to share a credential directly from a
laptop browser, rather than having to pick up a phone, open a wallet app, and scan a QR code
to complete the transaction. For users working on a computer, or for those without access to a
modern smartphone, this represents a meaningful gain in both accessibility and everyday
convenience.

2.2 Q4 To what extent do you agree or disagree with the
government checker service being available to private/third sector
at low/no cost?

The ODI recognises the case for low- or no-cost provision in supporting third sector and
small-business use. However, this is a market-structure question, not a pricing detail. A free or
low-cost Government Checker will reshape the DVS market regardless of stated intent, and the
government should set out its position on this market-displacement question openly and
demonstrate that the resulting market structure supports genuine competition, open standards,
and no single point of control.

2.2 Q5 Are there specific limitations you think should be set for
the government checker?

Yes. The ODI recommends the following limitations.

e The Government Checker must verify credentials issued by any certified holder service,
not only those presented via the GOV.UK Wallet. Restricting verification to a single
holder would undermine the case for third-party holders set out in response to 2.2 Q3
and would concentrate a critical function in a single access route.

e The web and mobile interfaces should be designed for ease of use by small
organisations, including straightforward device-to-device verification that does not
require dedicated hardware.
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The wider question of how the Government Checker should relate to the existing
DVS market is addressed in response to 2.2 Q4. The limitations set out above are
necessary but not sufficient on their own.

3.1.Q1 What further information, if any, should the digital ID
include?

Noting that the eventual digital ID will prioritise data minimisation through selective disclosure
and zero knowledge proof, we believe that the proposed “core information” is sensible for
currently planned purposes. We understand that the purpose of a digital ID is to establish the
identity of an individual, therefore, we advise including attestations of other identifiers that
belong to the individual — such as NHS number. This makes it easier for individuals to prove
their identity in systems that make use of such existing identifiers. It may be appropriate for
some of these identifiers to be issued as separate credentials; e.g. a drivers licence no. within a
drivers licence.

Use cases outside of identification, including performing a right to work check, warrant the use
of separate credentials which make attestations about the citizen for the given purpose. The
content of these credentials should be exactly the information required to support the use-case
(e.g. checking right to work).

3.1 Q3 To what extent do you agree or disagree with a legal
requirement to inform government of changes or errors?

The ODI supports this proposal in principle, subject to appropriate safeguards. Any legal
requirement to inform the government of changes or errors must be clearly defined in terms of
responsibility. It should be explicit whether obligations fall on individuals, businesses, service
providers, or some combination of these actors.

The requirement must also be proportionate. It should not be unduly burdensome, particularly
where errors arise. Alongside this, there must be robust and accessible mechanisms for
correcting mistakes, including clear processes, defined timelines, and accountability for
resolution.

It is also important that such requirements do not create new risks for individuals, particularly for
vulnerable populations at risk of exclusion. Such requirements should not preclude the
optionality of digital IDs. Safeguards should therefore be built into both the legal framework and
the system design.

A well-designed system should minimise reliance on manual reporting by embedding
mechanisms for data accuracy, provenance, and updating directly within the architecture,
reducing the need for individuals and organisations to identify and report errors themselves.
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3.2 Q4 To what extent do you agree or disagree with the
adoption of a universal unique identifier approach?

The ODI conditionally supports this approach, but only if the design permits individuals to bring
existing identifiers with them rather than requiring a new government-issued identifier in all
cases. Allowing citizens to use identifiers they already hold, including those issued by other
states, would support genuine interoperability and reduce dependency on state-issued
credentials, consistent with the ODI's position on open standards and individual control.

Note: In technology contexts, the term UUID refers to a 128-bit number that can be generated
in a way that guarantees uniqueness. It produces identifiers that are unpronounceable and not
meant to be shared manually.

Additionally, a method of generating unique identifiers hardly constitutes an “approach” as
uniqueness at generation does not prevent reuse. In other words: firstly, identifiers need to be
associated with an authoritative issuer; secondly, programmatic generation of a complex
identifier such as a UUID is a barrier to accessibility; thirdly, adopting UUIDs does not guarantee
by itself that duplications or reuse won'’t occur.

In order to adequately solve the issue of uniqueness (prevent collisions), one should consider
the birthday problem in context of the intended usage. This will provide a sound mathematical
basis and allow devising an adequately collision-free and accessible unique identifier generation
rule. Additionally the ID issuer should check that no existing ID under their purview matches the
newly generated one.

One should also consider whether identifiers should be associated with a protocol to
accommodate dereferencing and verification. Examples of universally unique identifiers which
citizens can bring themselves include DIDs (Decentralised Identifiers) and WebID’s (Web
Identifiers). Experience from other implementations hence suggests that an identifier which has
the property of being universally unique, and which one can attest ownership of should be used
— but this should not be a UUID. If a UUID is to be used a human-readable companion identifier
will also be needed, the design should plan for this from the outset rather than treating it as a
downstream problem.

3.2 Q5 What ethical issues can you think of when designing a
way to identify and match people across services?

Citizens, not the state and not commercial platforms, should hold ultimate control over their own
information and how their attributes are shared. Government agencies can issue attributes,
asserting, for example, that a person has the right to work in the UK, but individuals should hold
those attributes and share them on their own terms. That distinction is what separates a tool
that serves citizens from one that potentially surveils and controls them.

Similarly, individuals should decide when and under what conditions specific parts of their data
can be shared for ‘matching’ purposes as well as a comprehensive and accessible audit log of
when, how, by whom and for which purpose their data has been matched. Without this, a
system that matches individuals across public services could build a profile of an individual
containing their biometric data, health status, immigration status, and financial position - which
may be more information that an individual is willing, or legally required, to share with the
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government. This is an important safeguard because the digital ID architecture that
is built today will potentially last for decades.

In addition, even if safeguards are put in place, the very possibility that such a system could
enable state surveillance may be enough to create a public perception that the system is not to
be trusted. The NHS ‘data grab’ concerns of 2021, when more than a million people opted out of
the GP data sharing scheme within a month, are a reminder of the need to ensure people can
trust how their data is used. The government will need to consider technical solutions upfront in
the design process to guard against potential future unethical applications as well as methods
for effectively communicating assurances with the public. The government should ensure that
matching people across services is optional and never required for people to gain access to
services.

3.2 Q6 What technical issues do we need to think about when
designing cross-service matching?

The most important technical issues relate to consent, data minimisation, data quality, and
interoperability.

Cross service matching should be opt-in via consent only; and this opt-in should be technically
enforced. The correlation of verifications an individual presents across different services, times,
or contexts, enables the reconstruction of a sensitive behavioural profile. Therefore, credentials
should come with unlinkability features; which is commonly achieved through either the
issuance of batch credentials for one-time use, or the use of zero knowledge proof (ZKP)
technologies used to create a “proof of knowledge of signature.” When these unlinkability
features are enabled, citizens will then have to actively choose to share information such as
their full name, or a UUID in order to make them identifiable across services. Both batch
issuance and ZKP are technically proven, deployed in analogous contexts in Europe, and
should be embedded as structural requirements at the design stage. Retrofitting them after
significant capital has been committed is substantially more difficult and expensive. Robust
mechanisms for obtaining and managing individual consent for data use (and the withdrawal of
that consent) are essential for legal and ethical compliance. Technologies used to enforce digital
rights management — such as ODRL should be built into the system to capture robust
provenance of the consents that individuals are providing.

Data minimisation must be enforced technically, not by policy. An age check should not reveal a
name or exact date of birth. A payroll check should not reveal immigration history. Consent
mechanisms can sit on top of these structural controls but cannot replace them, because
consent at the point of use does not prevent the aggregation of records over time, and it places
the full weight of data protection on the least equipped party in the transaction. Data
minimisation is an important consideration when technically enforcing opt-in of cross-service
matching because as Simple Demographics including the combination of someone's age and
postcode Often Identify People Uniquely, and therefore these datapoints can provide a way of
doing cross service matching even if batch issuance or ZKP technologies are used to ensure
that no other unique markers are available across interactions.

Data quality is relevant to the assignment of identifiers and to the prevention of misidentification
or incorrect service provision, particularly where people are matched across services. Errors at
this layer have severe and compounding consequences, and correction routes must be defined
and tested before the system is in wide use.
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Cybersecurity applies across the whole chain, with appropriate safeguards against
unauthorised access, modification, and disclosure. The security of a decentralised

architecture is structurally easier to reason about than the security of a centralised one, because
there is no single high-value target on which the entire system depends. Further, the centralised
controller is a single point of failure, either if the centralised actor is malicious or if they are
compromised by external actors. When this actor is compromised, a history of all interactions
could be exposed, which provides greater information than linkability of interactions across
services. We commend the government for not taking a centralised approach in the current
design of the DIATF and advise that the DIATF retain these features.

3.4 Q1 Are there additional challenges businesses would face in
fully digital right to work checks?

Fully digital checks raise two specific challenges (to businesses) that sit within the ODI's areas
of concern - interoperability of credentials, and the accuracy and correction of data. On
interoperability, without a clearly mandated and widely adopted standard for credential formats
and verification, businesses may be required to interact with multiple systems, driving up cost
and complexity and risking lock-in to a narrow set of vendors. On data accuracy, clear
processes are needed to identify and resolve incorrect or outdated information, with
responsibilities defined across individuals, employers, service providers, and the state. Without
this, disputes are likely and confidence in the system will be difficult to sustain.

In addition, some of the barriers addressed in our response to 1.0 Q2 apply equally to some
businesses as they do to individuals. They include, firstly, access challenges related to
broadband; internet speed; compatibility with digital assistive technologies; and digital literacy
and secondly, security risks stemming from systemwide shutdowns arising from technical faults.

4.2 Q1 Are you aware of any other barriers to creating or using
the digital ID not captured in the consultation?

A lack of attempt to make the system integrate with digital ID systems developed by other
countries and regions (e.g. EU elDAS) means that those migrating to/from the UK are likely to
be stuck managing many different digital IDs which presents a usability challenge. Ideally users
should be the “owner” of their digital ID and be able to use this identity across many different
jurisdictions.

A central barrier is low public trust, which reflects legitimate concerns about how digital identity
systems are designed and governed. Trust cannot be established through communications
alone; it must be embedded in the architecture of the system itself. This includes decisions
about data control, privacy, and the distribution of power within the system. Focusing on pilots
with less sensitive use cases and demonstrating clear value to the public is one way the
government can build this trust up slowly over time.

There are also a number of structural barriers. Key architectural questions remain unresolved,
including the relationship between existing components such as GOV.UK One Login, GOV.UK
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Wallet, and any broader digital identity infrastructure. Without clarity in this area,
there is a risk of confusion for both implementers and users.

The current lack of specificity around technical standards presents a further barrier. A
fragmented standards landscape risks creating an ecosystem that is not interoperable by
design, which would limit both functionality and scalability. In addition, there are concerns about
platform dependency, particularly where access to digital identity is mediated through
smartphones and operating systems controlled by a small number of private companies. If the
GOV.UK Wallet becomes the sole or primary access route, individuals using non-iOS or
non-Android devices risk exclusion by design. This would represent a structural barrier created
by system design choices, rather than a reflection of pre-existing digital exclusion. Furthermore,
it will present challenges to digital sovereignty, competition, and generate long-term dependency
on Apple and Google.

There are also practical barriers for service providers. Where alternative access routes rely on
programmatic checking, this creates additional infrastructure and procurement burdens,
particularly for small or resource-constrained organisations. Without central provision, relying
parties may be required to source and integrate their own solutions, increasing cost and
complexity.

Finally, there is a delivery risk associated with the implementation of complex digital
infrastructure at scale. Even where design principles are sound, the success of the system will
depend on effective delivery, governance, and oversight. These barriers are structural and must
be addressed early in the design process, with clear accountability and supporting infrastructure
in place, rather than through retrospective mitigation.

44 Q1 Can you suggest specific organisations government
should engage with on accessibility?

We suggest engaging with a broad range of expert organisations including, but not limited to,
the Ada Lovelace Institute; Big Brother Watch; Digital Poverty Alliance; the3million; and
Minderoo Centre for Technology and Democracy; Privacy International; OpenID; MyData; and
the Open Data Institute.

The government should also engage with specialists on user experience design and with
organisations developing commercial wallet applications (such as Apple and Google) to ensure
credentials function effectively within their ecosystems, while working with standards bodies to
ensure interoperability and accessibility beyond those platforms.
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45 Q1 What are the most important barriers for
government to address when designing alternative access
routes?

The most significant barrier is the risk that alternative access routes exist in principle but not in
practice. A system that is formally voluntary can become effectively mandatory if digital identity
becomes the only frictionless or well-resourced option. This is not a marginal concern but a
structural one, and it must be addressed at the design stage.

The government should therefore define alternative access routes clearly and operationally,
including the channels available, the service standards that apply, and the expected user
journeys.

Any alternative routes must be well-resourced and provide a broadly equivalent experience. In
addition, the burden of enabling these routes cannot sit solely with individual service providers.
The government must supply the necessary programmatic checking infrastructure to support
alternative access, rather than relying on parties to procure solutions independently.

5.1.Q1 Are there additional measures beyond those in the
consultation to further protect user data?

The data protection measures proposed in the consultation rely heavily on existing legal and
policy frameworks. These are necessary but not sufficient. Three additional measures should be
legislated before the system enters wide use.

1. First, purpose limitation should be established in primary legislation. This should specify
the permitted purposes for which digital ID data may be processed, and the conditions
under which any extension of those purposes would require parliamentary approval.
Purpose limitation expressed through departmental policy, codes of practice, or
ministerial direction is too easily amended and does not provide the durable protection
that an identity infrastructure of this significance requires. Policy commitments are not a
substitute for primary legislation.

2. Second, the scope of statutory protection must cover private-sector use of digital ID
infrastructure, not only the government-operated components. A substantial portion of
verification activity will take place in the private sector under the DIATF. If statutory
protection applies only to the government, private relying parties will operate in a weaker
regime, and the aggregate effect on individuals will be determined by the lower standard.

3. Third, the general data protection framework should not be assumed to be an adequate
foundation for digital ID protections following the Data Use and Access Act 2025.
Dedicated statutory provisions are required, sitting alongside that framework and drafted
with digital ID specifically in mind.
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Without these three measures, the structural risks set out elsewhere in this

response, including aggregation, function creep, and coercive adoption, are left to

be managed by policy rather than by law. That does not match the permanence of the
infrastructure being proposed.

5.1.Q2 How should government ensure transparency around how
digital ID data is used?

Transparency will be one of a number of critical measures required for the eventual digital ID
solution to gain and maintain public confidence. The proposed measures included so far in the
published consultation, such as the consultation process and ongoing engagement, are
encouraging, however these would benefit from considered elaboration. The ODI has previously
conducted research on the opportunities and limitations that transparency measures afford
towards the objective of increasing user trust, in which we make a central suggestion that
transparency measures only succeed in increasing trust when they are made meaningful to the
audiences in question. As such, the presently proposed measures of making “clear,
plain-language information about what data is collected, how it is used, retention periods, and
their rights” available to users is a good start, however this fails to acknowledge research that
found between half and two-thirds of respondents had signed up to online platforms without
trying to access or read T&Cs. Therefore the act of merely making information available will
likely be insufficient in attempting to build genuine trust with users in how digital ID data is used.
An opportunity therefore exists for the government to explore meaningful measures to promote
both user literacy and confidence in digital ID and we would welcome further dialogue on what
this may entail.

An example of a transparency measure that we believe should be considered is that of a
user-accessible ledger of instances in which data about the user has been accessed or used
and for what purposes. This feature already exists within the digital ID system currently used in
Estonia, which could serve as a template to enable citizens to understand and interrogate use of
their data. As with other transparency measures, certain users will be better placed to engage
with such a feature, which again raises issues surrounding how digital inclusivity can be
increased.

5.2.Q1 Are there additional security safeguards that should be
considered?

A digital ID infrastructure is an obvious target for bad actors, so statutory safeguards,
particularly governing private-sector use, are essential. Data flows must be clearly separated,
and credentials made unlinkable, so that a check conducted for one purpose cannot be linked to
another. The risk of scope creep (ie. using the digital ID infrastructure for surveillance) must be


https://theodi.org/insights/reports/trust-and-transparency-in-privacy-enhancing-technologies/
https://theodi.org/insights/reports/trust-and-transparency-in-privacy-enhancing-technologies/
https://www.ofcom.org.uk/online-safety/safety-technology/the-tandcs-lie-over-half-of-people-tell-using-prompts-to-tackle-it
https://www.ofcom.org.uk/online-safety/safety-technology/the-tandcs-lie-over-half-of-people-tell-using-prompts-to-tackle-it
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governed from the outset, not retrofitted when it becomes a problem. Statutory

deterrents and clear penalties for misuse, whether by government or private actors,

should be built into the legislative framework from the outset. Again, Estonia's X-Road
infrastructure provides a relevant model where every data access by a government actor is
logged and visible to the citizen concerned, creating a structural accountability mechanism that
goes beyond policy commitments alone.

5.3 Q1 What are the most important factors for ensuring
alternative access routes are secure?

Ensuring the security of alternative access routes requires a balance between robustness,
usability, and inclusion. Non-digital routes must provide an equivalent level of assurance to
digital systems, while avoiding excessive data collection or overly burdensome processes. As
set out in response to 4.5.Q1, security and inclusion should not be treated as being in tension
where appropriate checking infrastructure is provided centrally by the government.

Data minimisation should apply consistently across all access routes, with only the data
necessary for a given transaction being processed. Systems must protect against fraud and
impersonation without introducing barriers that disproportionately affect particular groups, in
particular those most likely to rely on alternative routes in the first place.

Authentication requirements for alternative access routes should be specified by level of
assurance, not by specific technology. Legislating a single authentication method, whether
biometric, programmatic, or visual, into primary legislation is technically premature. It removes
the flexibility needed to accommodate people who cannot or do not wish to use any one
method, and it binds the system to a snapshot of what counts as secure today. A secondary,
evidence-based document should identify which authentication methods meet each assurance
threshold, and that document should be capable of being updated as the evidence base and the
technology evolve.

Clear governance and auditability are also essential. Mechanisms should be in place to monitor
performance, identify vulnerabilities, and improve the system over time. Introducing parallel
systems can create additional vulnerabilities if they are not carefully designed. Security must
therefore be considered across the whole system rather than route by route, and the security
posture of the alternative route should be reviewed in the same governance cycle as the
primary digital route.

5.4 Q1 What additional oversight mechanisms should be put in
place for the digital ID system?

A digital ID system should be designed for inclusion from the outset. In practice, this means
there should be statutory protection for non-digital alternatives, including a protected funding
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floor and a requirement for independent review prior to any withdrawal or reduction

of those alternatives. Failure to do this risks repeating a familiar pattern of analogue

methods being progressively defunded as digital adoption grows. In addition, given sustained
public scepticism, the government must make regular, independent polling and transparent
reporting a core feature of the programme, not a one-off consultation exercise. Co-designing
with all levels of the ecosystem, including civil society organisations and the public, is essential
for implementation.

In terms of technical oversight mechanisms, there should be open, rights-respecting standards
implemented which prevent any single entity from becoming a chokepoint. This applies whether
the builder is a private company or the government. A small number of large, certified private
providers controlling the national identity infrastructure is a concentration-of-power problem,
much like a government monopoly. The goal must be a system that citizens can rely on
regardless of who built any given component, and in which no single commercial or government
actor can unilaterally control access to it.

The most secure method, which would both achieve the goal of digital verification of attributes
and respect privacy and data rights, would be a decentralised model with individuals controlling
access to their data in personal data stores. The ODI recognises that the government is not
going to immediately leap to a fully decentralised model and suggests any transitional
architecture be governed by clear principles. For example, any interim centralisation must have
a defined and binding sunset, with systems being independently auditable, and no interim
system becoming permanent by default.

6.1.Q2 Are there other costs to businesses not considered in the
consultation?

As is currently included in the consultation’s impact assessment in Part 6, we note that some
likely business costs are included, however from some independent ODI research on existing
digital ID implementations from other countries, there are other cost categories that would be
worth considering.

Regarding technical integration and legacy system adaptation costs, digital ID implementations
in Estonia and Denmark are illustrative of the scale of costs that may be required in the UK. In
Estonia, infrastructure underpinning the digital ID ecosystem is described as requiring
organisations to develop or procure “adaptors” for each system that connects to the data
exchange layer, however these will depend on the scale and condition of existing IT
infrastructure. In Denmark, the transition to MitID from NemlID has created a need for
companies to engage a certified MitID broker, effectively adding an intermediary dependency
that carries ongoing contractual and cost implications.

Furthermore, there will be costs related to internal staff retraining, the maintenance of both
traditional and digital ID check processes, and generic costs associated with compliance, audit,
and record-keeping.


https://www.georgejamesconsulting.com/post/how-can-x-road-data-exchange-be-used-by-other-nations
https://www.georgejamesconsulting.com/post/how-can-x-road-data-exchange-be-used-by-other-nations
https://www.signicat.com/blog/complete-guide-to-transition-from-nemid-to-mitid
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6.1.Q5 Are there other wider impacts not considered in
the consultation?

Several structural tensions in the current proposals carry wider impacts that the consultation
does not adequately assess:

1.

Market concentration risk. If the Government Checker is provided free or at
below-cost, it will reshape the DVS market regardless of stated intent. The consultation
acknowledges this tension but treats it as a design detail rather than a policy question.
The long-term impact (a less competitive, more state-dependent identity verification
market) requires explicit assessment.

The voluntary/mandatory contradiction. The consultation simultaneously presents the
system as voluntary and proposes to legislate digital checks as the sole prescribed
right-to-work route. This is not a voluntary system in any meaningful sense for employers
or workers without reliable digital access. The inclusion implications of this contradiction
require explicit impact assessment before any such provision is enacted.

Legislative inflexibility on authentication. Locking a specific authentication method
into primary legislation risks requiring amendment each time technology evolves. A
durable approach would legislate a required assurance level, not a method.
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