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This report was researched and produced by the Open Data Institute (ODI)
and the University of Oxford and published in April 2026. It was created by
Jake Stein, Sophia Worth and Elena Simperl. If you want to share feedback,
please get in touch, contact the research team at research@theodi.org
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Executive summary

Online platforms once gave researchers broad access to data through academic application
programming interfaces (APIs), enabling vital work on systemic risks from disinformation to child
safety while spurring novel data collection methodologies and even fields of study. As the value of
web data has grown, this access has been withdrawn.

New regulation, led by the EU's Digital Services Act (DSA), has formally enshrined researcher
access to platform data in law, charging researchers with the duty of uncovering systemic risks to
its citizens. The UK and Switzerland have also signaled that they are developing similar frameworks.
Though rights are in place, and grassroots efforts to track responses from platforms to researcher
data access requests are underway, the siloed nature of research makes it difficult to evaluate the
new rights’ effectiveness.

Mandated access alone does not fill the gap left by truly open research APIs, nor does it address
the problems of consistency present in earlier regimes. Without shared technical standards and
processes, data requests envisioned as straightforward exchanges risk becoming drawn-out
stand-offs over the scope, format and quality of data. This hinders researchers in producing timely,
reproducible findings while leaving platforms to adjudicate between the personal privacy of data
subjects and requirements for supplying research data.

In this post, we argue that a fundamental shift from regulatory process to regulatory infrastructure is
needed. Researchers cannot replicate the sophisticated data pipelines that platforms maintain, but
they can pool effort around common standards and shared tools to make access rights effective.
We propose that semantic web technologies - knowledge graphs, controlled vocabularies, and
ontologies - can play a central role. These tools enable users to consistently express legal
mandates, structure data requests, and document platform responses in machine-readable
formats. In this post, we outline:

e The gap in technical infrastructure left by the closure of research APIs and the limitations of
current alternatives such as data donation tools;

e The landscape of legal mandates for data access, from GDPR individual rights to the DSA's
dedicated researcher access regime;

e A proposed structured legal data, such as in a knowledge graph, documenting requests and
responses, would create a shared, referenceable foundation for researchers, regulators and
platforms. This would support everything from navigating the law to documenting requests
and enabling Al-assisted tools;

e The importance of reliable, stable references and data structures in the GenAl era.

This work is part of a broader effort to ensure that the impact of data access rights is shaped
through transparent, cumulative practice rather than siloed trial and error.
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Section 1: Introduction

Online platforms once provided researchers with broad access to their data. As the
value of web data has increased, and as scrutiny of the systemic risks posed by
platforms has intensified, this access has been withdrawn. In response, a new wave
of regulation, led by the EU’s Digital Services Act (DSA), has formally enshrined
researcher access to platform data in law. Yet mandated access alone has not
resolved longstanding problems: disconnects between researchers’ expectations for
exhaustive data access, and platforms’ desire to minimize privacy risk and
overheads, result in stand-offs in which both parties expend unnecessary resources.
To make these legal rights effective, researchers require robust technical
infrastructure to support consistent and defensible requests.

Reducing the technical and organisational burden on researchers will be key to
effective implementation. Platforms can amortise massive data infrastructures, while
academics receive data from proprietary, platform-built data pipelines while acting
with limited funding on short funding cycles within their own institutional boundaries.
Reducing duplication of efforts, by conforming to common standards and sharing
technical infrastructure, can help offset this cost. We argue that semantic web
technologies can play a central role in this effort. By expressing legal mandates for
data access, requests and responses in machine-readable semantic-web formats,
we can ensure consistent references to the law, create a shared record of practice,
and enable greater coordination and collaboration across the research community.

1.1 The shuttering of research APIls

Over the past decade, academic APIs have been the cornerstone of online research.
These tools were free to researchers, supported by online platforms, required little
vetting for use, and were subject to generous rate limiting. Against significant
campaigning from civil society and academic voices, Twitter and Reddit ended free
use of their APIs in early 2023. In 2024, Meta ended longstanding support of
CrowdTangle, its public tool for monitoring the reach of accounts and content.’

Today, academic access is more important than ever. From election interference to
child safety, online risks dominate political discussions, while academics have limited
means to investigate systemic risks on platforms.? The emergence of GenAl has
further contributed to an increase in the value of unstructured web data.

" Hendrix, J., 2023. Twitter API Changes Set to Disrupt Public Interest Research. Tech Policy Press. (accessed
2.4.26).
? Lords back UK social media ban for under-16s, 2026. (accessed 2.4.26).

Open Data Institute 2026 Missing Infrastructure: Semantic Data for Effective Scrutiny of Online Platforms 4


https://www.bbc.com/news/articles/cz0pnekxpn8o
https://www.techpolicy.press/twitter-api-changes-set-to-disrupt-public-interest-research/

Regulators have also recognised researchers’ critical role in safeguarding citizens online.
In the EU, the DSA established requirements for Very Large Online Platforms (VLOPs) and
Very Large Online Search Engines (VLOSES) to give researchers access to data to

protect citizens from systemic risks to their fundamental rights.® UK regulator Ofcom and
Switzerland’s DETEC have followed suit by putting forward regulatory plans to establish
rights for researchers to access platform data. Other countries (and several US states)
have put in place data access rights for individual data subjects and transparency
requirements for platforms, but have yet to introduce concrete plans for researcher data
access.* Brazil’s LGPD, for instance, grants individual data access and correction rights,
while its controversial ‘Fake News’ BIll 2630 and two consultations - one from its internet
steering committee in 2023 and one from Brazil’s finance ministry in 2024 - illustrate the
appetite for platform regulation, but do not include research access rights within their
content.® In the USA, states including California, Colorado and Virginia have included
personal data access provisions in their privacy legislation, but do not yet have mandates
for researcher access.

1.2 A civil society-supported alternative

Without explicit standards or records of past practice, data requests can become
attritional stand-offs between parties about the extent of access, format and quality of
data sets rather than straightforward transactions for requesters and providers alike.® A
fundamental shift from regulatory process to regulatory infrastructure is needed.
Regulation like the DSA outlines the steps, deadlines and responsibilities required of data
requesters and providers, but has limited ability to be prescriptive in technical
implementation of access mandates. Using similar personal access mandates in the
GDPR for research has illustrated that ambiguity around technical implementation leads
to critical gaps in legal practice. This results in inconsistent data disclosures, data quality,
formats, and delivery mechanisms, making research difficult to reproduce. The recent EU
Digital Omnibus on Al acknowledges the need for more well-defined technical
infrastructure to aid implementation, notably pausing implementation of elements of the
Al Act until the establishment of better ‘harmonised standards, common specifications,
and Commission guidelines’.’

3 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single Market
For Digital Services and amending Directive 2000/31/EC (Digital Services Act), O.J. L 277, 27.10.2022, p. 1-102.

4 Ofcom, 2024. Call for Evidence: Researchers’ access to information from regulated online services, Federal
Department of the Environment, Transport, Energy and Communications (DETEC), 2025. Bundesgesetz liber
Kommunikationsplattformen und Suchmaschinen.

° IGF 2024 Open Forum #39 Multistakeholder approach to platform regulation in Brazil | Internet
Governance Forum (IGF), 2024. (accessed 2.9.26). NIC.br, n.d. Sistematizac&o das Contribuicées a Consulta sobre
Regulacéo de Plataformas Digitais. CGl.br - Comité Gestor da Internet no Brasil. (accessed 2.9.26).

8 Binns, R., Stein, J., Datta, S., Van Kleek, M., Shadbolt, N., 2025. Not Even Nice Work If You Can Get It; A
Longitudinal Study of Uber’s Algorithmic Pay and Pricing. Presented at the FAccT '25: The 2025 ACM Conference
on Fairness, Accountability, and Transparency, ACM, Athens Greece, pp. 1484-1497.

" European Commission, 2025. Proposal for a Regulation of the European Parliament and of the Council amending
Regulations (EU) 2024/1689 and (EU) 2018/1139 as regards the simplification of the implementation of harmonised
rules on artificial intelligence (Digital Omnibus on Al).
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Those requesting data are left to streamline and normalise the data access process
via appropriate data standards, technical audit tools and common vocabularies.
Together, these techno-legal tools comprise a regulatory infrastructure necessary for
the auditing function imagined by data access regulations like the DSA. Only via a
thorough, organised and united effort to exercise data access rights will researchers
demonstrate the necessity of research access legislation.

In the following, we outline where academic research access has been, where it
stands, and its potential techno-legal future. We highlight the gap in technical
infrastructure left by research APIs that were formerly maintained by platforms, and
the need for civil society and academia to produce a set of technical tools to replace
them. Finally, we propose using semantic technologies to create common
vocabularies and knowledge graphs from legislation to support researchers.
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Section 2: Where we were:
the moment of APl access

Until recently, the interests of platform owners allowed them to grant almost
unfettered access to researchers with little oversight.® Far exceeding their relatively
small usage by researchers, open APIs were a valuable tool for platforms to expand
their ecosystems via third-party apps, a strategy almost universally embraced by
platforms during the 2010s.° These apps integrated seamlessly with platforms,
driving greater reach and traffic, while in effect extending sites’ features at little cost.

While platform owners are restricting researchers from access to the user data
platforms have accumulated, they (at least in the case of Meta, X, Apple and Google
among others) have themselves become the most active and transgressive
consumers of web data to fuel their own Al development. This crawling frequently
violates sites' stated terms of service and specifications in their robots.txt (a file used
by sites to express preferences and limitations on automated web scraping).'

2.1 Opposing interpretations of
meaningful data access

Platforms and researchers hold a diversity of interpretations of what constitutes
sufficient data access. This is well demonstrated by the contrasting responses of
Meta, academia and civil society to Ofcom’s recommendations for UK platform data
access legislation.”" Meta argues that what it provides -aggregated metrics, access
to public posts, and privacy-filtered, curated data sets - is sufficient access. Twitter
and Reddit still maintain APIs to provide unfiltered access to public-facing data, but
do so as commercially-oriented subscription services without dedicated lower-cost
alternatives for researchers, both pursuing compliance of their new terms of service
limiting external research tools, scraping and repositories. Tiktok takes a
case-by-case approach when giving access to their research API, though the Smart
Data UK initiative notes that its discretionary approach ‘favour[s] specific projects or

8 Amadeo, R., 2023. Reddit's AP| pricing results in shocking $20 million-a-year bill for Apollo Ars Technica. (accessed
2.4.26).
° Pequerio, A, n.d. These Popular Third-Party Reddit Apps Will Disappear Saturday As APl Changes Take
Emm&mw&msmm&m Forbes (accessed 2 4.26).
10 Alghamdi, E. et al, 2024. '
Information Processing Systems. Presented at the Advances in Neural Information Processing Systems 37, Neural
Information Processing Systems Foundation, Inc. (NeurlPS), Vancouver, BC, Canada, pp. 108042—108087.
"Ibid 4 (Ofcom)
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established researchers’.’? The Atlantic Council also observes that TikTok’s research
API ‘has shown significant disparities, including related to engagement statistics,

compared to actual social media posts displayed within users’ feeds’."

Given today’s uneven access landscape and established evidence of online harms,
researchers, journalists, and civil society organisations need robust access to
platform data. This should include full content, including deleted posts; data on
changes to recommender systems and their broader behaviour; and the ability to
independently verify platform claims and metrics.

These affordances are crucial given the algorithmic recommender systems that
underpin platform content curation, the asymmetric nature of users’ interaction with
platforms, and platforms’ immense scale. Detecting the subtle patterns of
disinformation campaigns, targeted abuse, and filter bubbles across fragmented,
personalised feeds, requires a cross-cutting view that only the back-end access of
platforms, or legally contested scraping efforts, can provide.'* Krafft and Donovan,
for example, used PushShift, a third-party repository for Reddit data - now shut
down due to Reddit’s change in terms of service - to illustrate how far-right
disinformation campaigns assemble evidence collages across threads to evade
content moderation.’ In another study not possible today, Vosougi et al.
documented the spread of false news stories online using funding from both Twitter
and Twitter’s research API.'® The API era was not without its own risks. Cambridge
Analytica infamously used academic research as cover for its election interference
campaign.'” More recently, a University of Zurich study violated Reddit’s terms of use
and users’ expectations of consent by allowing bots to change users’ minds.®

While the DSA provides limited access rights to researchers, the disruption caused
by platforms’ withdrawal of, or radical increase of price in, APIs harmed not only
academics. Indeed, with platforms so dominant over web traffic, a broad ecosystem
of policy and financial analysts, journalists and businesses can no longer rely on the
data that their work would previously depend on. The recent UK markets authority
consultation on regulatory action against Google illustrates just how essential data
APl access is for a healthy, competitive market, highlighting the dominant market
position that can be attained by such companies.

12 See Smart Data Research UK, 2025. Ofcom Call for Evidence on Researcher Access.

¥See Atlantic Council Democracy + Tech Initiative, 2025. Ofcom Call for Evidence on Researcher Access.

' Moriniere, S., 2023. We must fix researcher access to data held by social media platforms. (accessed 3.11.26).

'8 Krafft, P.M., Donovan, J., 2020. Disinformation by Design: The Use of Evidence Collages and Platform Filtering in a
Media Manipulation Campaign. Political Communication 37, 194-214.

6 Vosoughi, S., Roy, D., Aral, S., 2018. The spread of true and false news online. Science 359, 1146-1151.

7 Tromble, R., 2021. Where Have All the Data Gone? A Critical Reflection on Academic Digital Research in the
Post-API Age. Social Media + Society 7, 2056305121988929.

® Corbyn, Z., 2012. Facebook experiment boosts US voter turnout. Nature.For Reddit study see: O’Grady, C., 2025
‘Unethical’ Al research on Reddit under fire (accessed 2.15.26).

' Google's general search services: proposed conduct requirements

https://connect.cma.gov.uk/google-search-conduct-requirements (accessed 3.12.26).
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2.2 Platform and civil society
responses to change

The best example of the lifecycle of open APIs is CrowdTangle, a third-party
data scraping tool that Facebook bought for an undisclosed sum in 2016,
then supported for nearly a decade before closing it in the run-up to the 2024
US general election.?®° CrowdTangle provided post-by-post level search and
aggregation for researchers; today, Facebook owner Meta has replaced it with
tools that omit and aggregate posts, making reproducible, epistemically valid
research unfeasible.”’

Meta claims its replacements for CrowdTangle, the Meta Content Library
(MCL) and Meta Ad Library (MAL), already ‘provide the means for eligible
individuals...to conduct public interest and scientific research on near
real-time publicly accessible data’. Civil society institutions disagree.?? For
instance, the Ada Lovelace Institute claims ‘researchers and civil society
organisations do not deem the new tool to provide the same level of
functionality or an improved one’, arguing that it ‘serves as reflection around
the risk for platforms to unilaterally and unexpectedly remove access’.?®
Further, New York University’s (NYU) Center for Social Media Al and Politics
(CSMaP) points out that ‘research is subject to platform decisions—often only
sharing a portion of data or revoking access tools with minimal notice’?* In
the words of the independent rapporteur for Meta’s 2020 election campaign,
academic-industry partnership Social Science One: ‘independence by
permission is not independent at all.’®

While open research APIs are now a thing of the past, their platform-governed
replacements, such as clean rooms, tightly controlled APIs, aggregated or
incomplete data sets and ad hoc data dumps, are not adequate for the
independent, rigorous risk assessment that laws such as the DSA now look to
researchers to carry out. If research can only be conducted with the blessing
of platforms, it is impossible for it to be truly independent. Clean rooms,
aggregated data sets, and APIs subject based on platform preferences, limit
what researchers can query and how, which prevents the kind of granular
cross-cutting analysis needed to detect things like disinformation campaigns

®Mozilla Foundation, n.d. Open Lette
Approach (accessed 2.4.26).

21 Who Targets Me, 2025. The disappearing ad library. (accessed 2.4.26).

2Meta, 2025. UK Online Safety — Ofcom Call for Evidence on Researcher Access RESPONSE ON BEHALF OF META
PLATFORMS INC. h

23 Ada Lovelace Institute, 2025. Ofcom Call for Evidence on Researcher Access.

24 NYU’s Center for Social Media and Politics , 2025. Ofcom Call for Evidence on Researcher Access.

% Wagner, Michael W. ‘Independence by Permission’. Science, vol. 381, no. 6656, Jul. 2023, pp. 388-91. science.org

(Atypon).
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or filter bubbles across personalised feeds. These means of accessing data,
though often built to shelter data subject privacy, challenge the epistemic
validity of any research they vyield. Failure to include deleted records, or
provide complete data sets, prevents genuine analyses of recommender or
personalisation systems as they actually operate. Sharing of granular source
data outside of clean rooms and below statistical aggregations is critical for
independent confirmation and reproducibility within the research community.
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2.3 Regulation’s key targets

Examining civil society and private industry’s arguments on data access yields
opportunities for regulation to clarify the roles, limits and responsibilities for access
provision:

What role should researchers play in evaluating systemic risks?
- How should researchers be vetted for access? By whom?

- How can user privacy be balanced with researchers’ need for granular,
persistent data access?

- How can technical infrastructure be managed so that costs are fairly
distributed between data providers and requesters?

Summarised in the next section, these are the central questions that the newest
round of legislation attempts to address.
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Section 3: Where we are:
legal mandates for research
data access

The DSA is the first of its kind in creating dedicated processes for research data
access requirements supported by well-defined bureaucratic and technical
infrastructure. Article 40 of the DSA and its Delegated Act establishes a right for
researchers to access both public (Article 40(12)) and private (Article 40(4)) data
from platforms.?® While the DSA promises a revolutionary new paradigm for open
research access, past experience with data access mandates indicates that
these rights will only be effective if the research community provides significant
supporting infrastructure to exercise them.?’

3.1 Regulatory context

The DSA is not the first legal mandate that researchers have used to extract data
from platforms. GDPR Article 15 right for individual data subject access requests
(DSARs) has been used to great effect in sourcing data, even for research
requiring aggregate data.?® The Digital Markets Act (DMA) also provides data
access provisions, even in real time, but as with GDPR, those rights belong
directly to individual users for access to personal data for the purpose of data
portability (DMA) rather than research (DSA) or privacy (GDPR). To this end, DMA
portability requirements may make data donation easier, but do not provide
direct access to usable data sets.?® Thomas Carey-Wilson recently enumerated a
taxonomy for the forms that data portability mechanisms take, and the
importance of aligning rhetoric and understanding of the technical landscape of
data access.*

% For an extended look at researcher data access rights, we recommend LK Seiling et al., Data Access for
Researchers under the Digital Services Act: From Policy to Practice, 2025.

27 Bowyer, A., Pidoux, J., Gursky, J., Dehaye, P.-O., 2022. Digipower Technical Reports: Auditing the Data Economy
through Personal Data Access. Zenodo, Geneva.. Stein, J.M.L., Vizgirda, V., Van Kleek, M., Binns, R., Zhao, J.,
Zhao, R., Goel, N., Chalhoub, G., Albayaydh, W.S., Shadbolt, N., 2023. ‘You are you and the app. There’s nobody
else.’: Building Worker-Designed Data Institutions within Platform Hegemony, in: Proceedings of the 2023 CHI

Conference on Human Factors in Computing Systems. Presented at the CHI '23: CHI Conference on Human
Factors in Computing Systems, ACM, Hamburg Germany, pp. 1-26.

2 Ausloos, J., 2019. GDPR Transparen R rch Method. SSRN Journal.

29 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on contestable

and fair markets in the digital sector (Digital Markets Act), OJ L 265, 12.10.2022, p. 1-66.
S0 Carey-Wilson, T. 2025. What does 'real-time' data portability actually mean?. Data Transfer Initiative.
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Aggregating the data required for meaningful research via individual access
mandates requires tremendous organisational and technical infrastructure. End
users must be convinced en masse to exercise their access rights or delegate
them to researchers, who must then navigate the attrition of extricating data from
platform providers.®' Academic and civil society researchers have developed a
variety of data donation and collective data governance tools to collect and
steward data sourced via individual access mandates.* Despite the presence of
these tools, repurposing individual access mandates to meet the need for
aggregate research data introduces significant friction, which limits uptake. Even
the few successful attempts have required disproportional effort for their results,
underscoring the loss of previous APl access.®

31 Goanta, C., Zannettou, S., Kaushal, R., Kerkhof, J. van de, Bertaglia, T., Annabell, T., Gui, H., Spanakis, G.,

lamnitchi, A., 2026. The Great Data Standoff: Researchers vs. Platforms Under the Digital Services Act.

%2 Morachimo, M., 2023. Five organization ilding and growin t nation platforms in th n.(accessed
2.4.26).
% |bid Binns and Stein et al. 2025.
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Jurisdiction Legislation Year Enacted Access Mandate

European Union GDPR — Right of access 2016 (Regulation 2016/679) Data subjects
(Art.15). (Legislation.gov.uk) (GDPR) (individuals)
European Union Digital Services Act (DSA) — 2022 (Regulation 2022/2065); Researchers (vetted)
Article 40 + Delegated Acts implementing/delegated rules
(vetted-researcher access to 2025. (EUR-Lex)

VLOP/VLOSE data). (EUR-Lex)

United Kingdom Data Protection Act 2018 / 2018 (DPA); UK retained GDPR Data subjects
UK-GDPR (based on EU GDPR 2016)

(Legislation.gov.uk)

Brazil LGPD (Lei Geral de Protecao de 2018 (Law No. 13.709/2018). Data subjects
Dados) Art. 18 (Servicos e Informacdes do
Brasil)
India Digital Personal Data Protection 2023 (DPDP Act / rules Data subjects

Act (DPDP Act) — data-principal following). (indiacode.nic.in)
rights (access, correction, etc.)

Canada PIPEDA — Individual access 2000 (parts in force 2000/2001).  Data subjects
right (canlii.orq)
Australia Privacy Act 1988 — Australian 1988 (Privacy Act; APPs Data subjects
Privacy Principles (APP 12) schedule). (www8.austlii.edu.au)
United States No single comprehensive federal HIPAA (1996) for health info. Variable — consumers
(federal) consumer privacy law; sectoral (HHS.qov) for sectoral contexts;
laws provide access in specific no universal
contexts (e.g., HIPAA for health platform-data access
records). (Congress.gov) mandate at federal
level
United States California: CCPA / CPRA, CA: CCPA enacted 2018; CPRA  Consumers (state
(state laws) Colorado: CPA, Virginia: VCDPA, adopted 2020, major provisions  residents)
consumer access & portability effective 2023. CO: CPA 2021,
rights. VA: VCDPA 2021.
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https://www.canlii.org/en/ca/laws/stat/sc-2000-c-5/latest/sc-2000-c-5.html?utm_source=chatgpt.com
https://www8.austlii.edu.au/au//legis/cth/consol_act/pa1988108/sch1.html?utm_source=chatgpt.com
https://www.congress.gov/crs-product/R47298?utm_source=chatgpt.com
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html?utm_source=chatgpt.com

3.2 Data donation infrastructure

In the EU, the University of Amsterdam (UvA) and the Open Data Infrastructure for Social Science
and Economic Innovations (ODISSEI) have produced ‘Port’, a reusable tool for researchers to
aggregate data from research participants willing to donate data, with preferences for privacy,
consent, and added questionnaires baked in.** In the UK, the UKRI’s Smart Data Donation Service
is developing a centralised repository of donated web data for researchers.® Other examples focus
on specific use cases: Open Observatory of Network Interference (OONI) solicits data donations to
monitor web censorship, Worker Info Exchange (WIE) submits delegated data subject access
requests via GDPR Article 15 to perform algorithm audits, while NYU’s Ad Observer and Who
Targets Me both rely on data donations to investi\\gate web advertising via browser plug-ins.®®
Many more examples can be found in the ODI’s Data Institution Register.®’

Initiative / Tool Data Access Model Purpose / Use Case

Open-source research tool for voluntary data
Customisable software P v

Port (UvA & ODISSEI) formerly i donation from research participants, with built-in
framework for data donation ) )
OS2DF consent, privacy controls and optional

rocessing.
P g questionnaires.
Supports academic research by providin
Smart Data Donation Service Centralised repository of Be .. A 2 .
structured access to participant-donated online
(UKRI) donated web data.

data.

Monitors and measures internet censorship and
Mobile and web app. network interference worldwide by running
connectivity tests from user devices.

Open Observatory of Network
Interference (OONI)

. Conducts algorithmic audits of workplace
Delegated data subject access < .

Worker Info Exchange (WIE) . platforms using legally obtained personal data
requests (GDPR Article 15). O e e

Collects ad data and investigates advertising
NYU Ad Observer Browser plug-in. and ad targeting on social media platforms.
Delivers individual reports and aggregate data.

Studies online political advertising and targeting
Who Targets Me Browser plug-in. practices. Delivers individual reports and
aggregate data.

% DataDonation.eu, n.d. Qur software Port, D3I: A digital data donation infrastructure. (accessed 2.4.26).
% SDDS - Smart Data Donation Service, n.d. (accessed 2.4.26).

% Five organizations building and growing data donation platforms in the open, n.d. . Mozilla Foundation. URL
(accessed 2.4.26).

¥ ODI, 2021. The Data Institutions Register.
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https://ooni.org/install/
https://ooni.org/install/
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https://sdds.ac.uk/our-work/
https://github.com/d3i-infra/data-donation-task

These tools, while filling the gap between the existing legal mandate and research
needs, are still a far cry from the APl access previously available to researchers. For
one, their greatest hurdle is sourcing sufficient users to access and donate data.
Even when participants are sourced, data returned through individual requests is
often of limited use, as it is delivered as point-in-time snapshots that quickly become
outdated or inconsistent. When data is returned in poorly-defined schemas, identifier
mappings, field definitions and formats, or when these internal ontologies change
over time, it creates tremendous technical overhead for researchers and weakens the
validity of repeat or longitudinal analyses. Making interoperable data formats
available could accelerate cooperation among researchers relying on data donation
by facilitating data sharing, provided there is proper notification of, and consent from,
data subjects, which could similarly be documented with semantic data.

3.3 New techno-legal mandates

The DSA establishes important legal mandates for researcher access, but
insufficiently defines the infrastructure that will fulfill them. In a first for data
protection regulation, the DSA establishes a right for researchers to access platform
data en masse and for government-run intermediaries to help steward the
implementation of access to platform data sets. It also inserts neutral intermediaries
trusted with bridging between researchers and platforms and correctly interpreting
the law. Digital services coordinators from each member state are charged with
vetting researchers and mediating access disagreements between researchers and
platforms. The DSA’s delegated act on researchers’ data access also outlines a
technical framework consisting of:

1. asingle point-of-access application site, maintained by the EU for requests
including non-public data (40(4) requests);

2. aprocess for contesting and resolving application decisions;
3. mandated data catalogues supplied by each platform and search engine; and

4. adata access portal to monitor and report on fulfillment of access
obligations.

This represents an enormous departure from the hands-off self-governance

Open Data Institute 2026 Missing Infrastructure: Semantic Data for Effective Scrutiny of Online Platforms 16



approach of access under GDPR, where regulators field complaints but the details of
how access requests were processed lacked mediation. Chatbots like Claude and
ChatGPT are also within the scope of the DSA and will require significant
infrastructure to analyse. Much like social media, the highly personalised (and in
chatbots’ case, completely personalised) nature of content poses challenges for
researchers charged with elucidating the patterns of risk across entire userbases.
Should researchers be ready for the inevitable need to analyse these platforms, we
must first have robust research infrastructure — both technical and legal — in place. In
the following section, we elaborate on the technical tools we see as necessary to
support the active and full exercise of DSA access provisions.*®

% Ibid 4.

Open Data Institute 2026 Missing Infrastructure: Semantic Data for Effective Scrutiny of Online Platforms 17



Section 4: Where we’re
headed: the resource gap
and semantic data

We propose a knowledge graph (KG) to document and standardise information related to
research data access requests in a machine-readable way. KGs are data sets organised as a
network of entities (nodes) and relationships (edges), and use vocabularies and ontologies to
normalise how they record and organise data. Vocabularies define the fixed set of terms that
describe entities and their relationships within a graph, while ontologies define how these
entities and relationships are organised using classes, subclasses, properties, domains and
ranges, constraints, and rules.

i . ee_9 | O s
- P;Jbll_lications Office I . :—-,\ - :
of the European Union | . : : :
cE pase o plad

>

CELLAR Endpoint Markdown File Entity List Resolved Graph - L File

; O I
Graph Staging . - z., 1

. |/| ' G
Entity Extraction - : — ; SPARQL

_l H Revi -J Map Vocabul _,_J Hosted
uman Review T ap vVocabulary : A
: ©  ODRL DPV PROV-O Endpoint

Entity Resolution

Figure No. 1. This chart illustrates the technical workflow by which a knowledge graph is extracted from the base
legal text. The legal text is sourced from the EU-managed CELLAR SPARQL endpoint. The file is processed using a
series of functions to extract entities in graph format. The entities are reviewed by a human before being mapped to
a normalised vocabulary and exposed as RDF.

The initial version will define a set of entities and relationships that capture the legal
mandates governing access to platform data, as derived from the appropriate portion
of the DSA’s legal text. Although the DSA establishes a mechanism for accessing
platform data, the process is complex and involves multiple stakeholders, eligibility
conditions, and procedural requirements. Expressing these legal processes through a
structured set of entities and relationships would create a clear, referenceable
foundation for tools designed for applicant researchers, regulators and platforms.
This DSA-based KG will serve as the first component of a broader ecosystem of
tools.
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4.1 Why a knowledge graph for data
access?

Data Access Granted

—— ¢cec Application Application
—/) Drafted Submitted @
a — = — EF = g

e
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esearcher Web Ul Complete Application VLOP/VLOSE
DSA References Metadata
Recorded

Returned

Application

SPAROL Result Recorded

A @ N
/N (.
R T

LLM Knowledge Graph

Figure No. 2. The diagram illustrates the high-level workflow of using the DSA KG for drafting an
application, submitting it to a platform, and recording the submission using semantic data formats.

Past work has developed KGs to formalise and express the relationships that are
defined in law to retrieve and interpret the related excerpts.*® KGs are useful in this
setting because they provide a stable and structured format for inherently
heterogeneous and fragmented data containing an intricate set of internal references.
Other high stakes application areas with similarly complex and internally referential
data also use KGs where maintaining one common interpretation of data is critical.

In medicine, for example, KGs have been created to document related
conditions, to discover new uses for medications, and to avoid drug
interactions.®® In terms of general knowledge, Wikidata, Wikimedia's
collaboratively edited KG, structures data using normalised entity classes,
properties and relationships, enabling related articles to be linked and

39 Colombo, A., Bernasconi, A., Bellomarini, L. et al, 2025. LegisSearch: navigating legislation with graphs and large
language models. Artif Intell Law.. See also: nelli, V.W., Brienza, E., Recupero, M., Greco, F., De Maria, A., Di Noia, T.
and Di Sciascio, E., 2023. Navigating the Legal Landscape: Developing ltaly's Official Legal Knowledge Graph for
Enhanced Legislative and Public Services. ltal-IA, 2023, p.3rd., Anelli, V.W., Brienza, E., Recupero, M., Greco, F., De
Maria, A., Di Noia, T. and Di Sciascio, E., 2023. Navigating the Legal Landscape: Developing ltaly's Official Legal
Knowledge Graph for Enhanced Legislative and Public Services. ltal-IA, 2023, p.3rd., Rodriguez-Doncel, V.,
Navas-Loro, M., Montiel-Ponsoda, E. and Casanovas, P., 2018, December. Spanish legislation as linked data. In
TERECOM®@ JURIX (pp. 135-141).

0 Serra, A., Fratello, M., Federico, A., Greco, D., 2025. An update on knowledge graphs and their current and
potential applications in drug discovery. Expert Opin Drug Discov 20, 599-619.
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common categories of information to be presented consistently across
language editions. This strict normalisation is a key reason why such an
expansive base of knowledge can be maintained through decentralised,
community-driven editing. It ensures that contributors working independently
still produce data that is interoperable and able to be queried through a
common schema.*'

Under the DSA regime, technical researchers, many of whom lack formal legal
training or access to legal counsel, must now assess the legal basis of their
data access requests and determine whether they can comply with applicable
data protection obligations. At the same time, legal professionals are
expected to evaluate technical questions, such as the appropriateness,
security and feasibility of proposed data access and delivery methods.

As a result, effective implementation of the DSA data access provisions and
comparable regulatory frameworks requires technical practitioners to make
informed judgments about legal standards and to understand the legal
processes, while legal practitioners must engage with technical design and
infrastructure considerations. A DSA KG would help familiarise technical
practitioners (and all researchers seeking data access) with this new process.
The KG is not the end goal, but rather a resource on top of which tools can be
built to (like Wikipedia) ensure that collective management of both knowledge
and delivery of that knowledge is possible. It would need to be made up of:

1. A DSA KG: This will encode the legal mandates, procedural steps,
actors, conditions, and decision points established under the DSA and
its Article 40 delegated act. KGs are networks of entities and the
relationships that connect them. The DSA KG will represent entities
such as researchers, regulators, platforms, access requests, data
catalogues, jurisdictions, eligibility criteria, safeguards, and response
obligations, along with the dependencies, conditions and definitions —
the relationships — that connect them. This graph will serve as a
structured, machine-readable representation of the DSA’s research
access regime, enabling traceability between legal provisions and
operational requirements.

2. A DSA Ontology: This will define the controlled vocabulary, entity
classes, attributes and relationship types used across the KG. The
EU’s own Common Data Model (CDM) and ELI Vocabulary provide

4 Koutsiana, E., Amaral, G.M.R., Reeves, N., Merofio-Pefiuela, A., Simperl, E., 2023. An analysis of discussions in
collaborative knowledge engineering through the lens of Wikidata. Journal of Web Semantics 78, 100799.
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many of the necessary classes and attributes to document the links
between the syntactic elements of the graph (references to the
articles, sections, chapters and laws), while the Data Privacy
Vocabulary (DPV), Open Digital Rights Language (ODRL) and Al Risk
Ontology (AIRO) contain many of the concepts necessary to document
the semantic or content elements of the graph.

3. Tools for Building Graphs from Legislation: It is also important to
provide LLM-assisted tools to extract content from further legislation
and case law that emerge after DSA. Our experiments in developing
an initial DSA KG has relied heavily on_ BAML and a custom workflow
to retrieve markdown files of laws from the EU’s own CELLAR
SPARQL endpoint.

4. Triple Stores to Host Data About Requests: The graph exists
independently as a turtle (.ttl) file, though we expect it will also be
helpful to host it in a decentralised manner via SoLiD so that additional
data might be associated further connected in broader KGs. This
could facilitate research data and metadata sharing among consortia
to reduce duplicative research access requests.

5. Drafting and Documenting Requests: One of the primary uses we see
for the KG is to enable researchers to explore the law, its procedures
and its requirements interactively. A web interface for researchers to
explore the law’s procedures would be an effective initial educational
tool. Furthermore, making requests referencing specific relationships
within the KG as their legal basis would be a straightforward use for
researchers to normalise their requests across departments,
universities or consortia. Storing this data would also provide a central
record of requests.

6. Documenting Data Returned: The KG could be extended to allow
references to data returned. The DSA’s delegated act requires
platforms to provide catalogues of the data accessible to researchers.
To date, however, these catalogues remain vague and do not provide
definitions specified in the technical form that one would expect
returned from a request. The Ontology for Social Media Data Access
(OSDA) already puts forward a vocabulary for how we might normalise
data returned from various platforms in a single standard.*?

42 Seiling, L.K., 2025. OSDA - Ontology for Social Media Access.
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7. Agent Enabled Tools: While useful and easily readable by humans, one
advantage of KGs is that machines can read them too. LLMs can be
provided with KGs as resources to reduce the likelihood of
hallucination and reduce processing requirements.
Retrieval-augmented generation (RAG) systems, whereby agents use
knowledge bases to enrich responses, have shown significant
improvements in accuracy when supplied with knowledge graphs to
draw from. Using such a ‘Graph RAG’ system, supported by a legal
KG, could significantly enhance LLM-based tools for preparing DSA
access applications with specific, consistent references to entities and
legal articles.

In the best case, a consortium of researchers might use this KG to formulate
their requests or reference the basis for requests in specific laws, while
regulators might log the steps of their request process and platforms might
return data. Building this KG allows each of these actions to be linked to its
associated legal mandate and text.

4.2 Who would build it? How should we
move forward?

The maintenance of this KG must be a community effort, in order to expand its
functionality beyond legal reference and leverage the collective pool of access
applications. Its initial generation, however, can be accomplished through a
combination of LLM and human development. The EU has already set up useful tools
to give a framework for accomplishing this. The CELLAR system contains a graph
representation of all existing EU laws and their official publications. Querying
CELLAR produces consistent representations in a machine-readable markdown
format. In our experimentation, fetching legal text and generating KGs from its
contents can be an efficient way to build out a legal graph.

The first step is to generate a stable graph and host it openly with vocabularies that
are accessible as open source resources. Though this may begin as a turtle file, it
could also be hosted as a SPARQL endpoint. Allowing researchers to interact with
this graph is a small but meaningful step towards enabling their requests. Advocating
use of this KG as a resource for agentic systems that reference the DSA will create
consistency in definitions and references in system outputs.
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Next, we hope to encourage researchers to document their requests and
those responses, either through using Al tools, or in their requests and their
publications, making them available to the community as a resource to close
the loop and improve future requests. Finally, DSCs may use a standardised
vocabulary for making requests to validate requests and response data in an
automated fashion.

Conclusion

These tools point to a shift from the processes set out in law towards shared,
cumulative practice through new regulatory technology. By expressing legal
mandates, data requests, and platform responses (as in OSDA) in a common
semantic format, researchers can move beyond attritional interactions with platforms
towards building the basis for an inspectable record of how data access rights are
exercised in practice. This lowers the technical and organisational barriers to using
DSA access, while enabling collective record-keeping of which requests succeed. In
this way, semantic infrastructure helps ensure that the meaning of data access rights
is shaped through transparent use, rather than informal restriction.
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